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AI & Cloud became central 
to all companies and organizations.
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₱W͛͊͛ϗ˾ͼ ċΙϿ̮ρ̮͛͊ΏϗЍis the ability of a business to 

retain full control over its DATA and digital SERVICES,

ensuring compliance, operational continuity, and independence 

from foreign jurisdictions or 3rdν˾ρϗ̮͛ϋ℮₲

Å DATA Sovereignty : Ensures sensitive data stays Æ·Ã¶·¼ Ã¶³ °ÄÂ·¼³ÂÂ 

control and under local legal protection.

Å SERVICES Sovereignty: Guarantees that digital services remain 

operational and governed locally, even in the face of external pressures 

½À Ã³±¶¼·±¯º ²·ÂÀÄ¾Ã·½¼2‌

What Copilot says about Sovereignty 



Digital sovereignty
Digital sovereignty is the capability to 
participate in the digital economy 
securely, independently and with self-
determined controls. 

Our approach to digital sovereignty

Available to all: Digital sovereignty is a 
foundational capability of Microsoft 
services.

Well-governed controls : Delivered 
through technical, contractual, and 
operational measures. 

Workload dependent : Sovereign 
control requirements vary based on 
sensitivity and criticality.



Technical
Measures(Confidential Compute, Key Mgmt , PrivPͼΙϠ̧⅔₡

Operational/Organizational
Measures (Board of Directors⅍ ^Ğ P«ċÚ⅍ ^ĞWL ċϠννΙρϗ⅔₡

Contractual
Measures (Defendingyour Data, Digital Resilience⅔₡
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We offerв

Data Sovereignty

Service Sovereignty

You wantв

3 Measures to Implement Sovereignty for all Requirements



Microsoft runs on trust, and our 
success depends on earning and 
maintaining it. We have a unique 
opportunity and responsibility to build 
the most secure and trusted platform 
Ã¶¯Ã Ã¶³ Æ½Àº² ·¼¼½Å¯Ã³Â Ä¾½¼2‌

тSatya Nadella,
Microsoft CEO

We always stand at the side of our customers



Operational 
controls

Technical 
controls

Data Guardian Regulated Environment 
Management

Advanced Data Residency 
for Microsoft 365 / EU Data 

Boundary

External Key ManagementAzure Key Vault Managed HSM

Customer Lockbox Azure Confidential ComputingSovereign Landing Zones

Azure Key Vault Premium

Digital sovereignty empowers 
individuals and institutions to 
participate in the digital economy 
securely, independently and with 
self-determined controls. 

However, implementation 
requirements differ dramatically by 
country, industry and organization.

Microsoft Sovereign Public Cloud
Investments in operational and technical controls



Controls at every layer of the stack 
integrated in landing zone architectures and hardware specifications
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Azure covers over 100 compliance offerings

X ISO 27001:2013
X ISO 27017:2015
X ISO 27018:2014

X ISO 22301:2012
X ISO 9001:2015
X ISO 20000-1:2011

X SOC 1 Type 2
X SOC 2 Type 2
X SOC 3
X CIS Benchmark

X CSA STAR Certification
X CSA STAR Attestation
X CSA STAR Self-Assessment
X WCAG 2.0 (ISO 40500:2012)

X FedRAMP High
X FedRAMP Moderate
X EAR
X ITAR

X DoD DISA SRG Level 5
X DoD DISA SRG Level 4
X DoD DISA SRG Level 2
X DFARS

X DoE 10 CFR Part 810
X NIST SP 800-171
X NIST CSF
X Section 508 VPATs

X FIPS 140-2
X CJIS
X IRS 1075
X CNSSI 1253

X PCI DSS Level 1
X GLBA (US)
X FFIEC (US)
X Shared Assessments (US)
X SEC 17a-4 (US)
X CFTC 1.31 (US)
X FINRA 4511 (US)
X SOX (US)

X 23 NYCRR 500 (US)
X OSFI (Canada)
X FCA + PRA (UK)
X APRA (Australia)
X FINMA (Switzerland)
X FSA (Denmark)
X RBI + IRDAI (India)
X MAS + ABS (Singapore)

X NBB + FSMA (Belgium)
X AFM + DNB (Netherlands)
X AMF + ACPR (France)
X KNF (Poland)
X European Banking Authority (EBA)
X FISC (Japan)
X HIPAA BAA (US)
X HITRUST Certification

X GxP(FDA 21 CFR Part 11)

X MARS-E (US)

X NHS IG Toolkit (UK)
X NEN 7510:2011 (Netherlands)
X FERPA (US)
X CDSA
X MPAA (US)
X FACT +  DPP (UK)

X Argentina PDPA
X Australia IRAP Unclassified
X Australia IRAP PROTECTED
X Canada Privacy Laws
X China GB 18030:2005
X China DJCP (MLPS) Level 3

X China TRUCS / CCCPPF
X EU EN 301 549
X EU ENISA IAF
X EU Model Clauses
X EU  US Privacy Shield
X GDPR

X Germany C5
X Germany IT-Grundschutz workbook
X India MeitY
X Japan CS Mark Gold
X Japan My Number Act
X Netherlands BIR 2012

X New Zealand Gov CIO Framework
X Singapore MTCS Level 3
X Spain ENS High / DPA
X UK Cyber Essentials Plus
X UK G-Cloud
X UK PASF

Azure has the deepest and most comprehensive compliance coverage in the industry
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Run your cloud public and private for special cases  
seamlessly integrated

Consistent infrastructure management and development platform

Sovereign
Public Cloud
Technical, operational and 

contractual controls built into 
Microsoft Cloud services to meet 
digital sovereignty requirements

Continuous innovation and 
improvements without the need 

for re-design or migration

Sovereign
Private Cloud

Hybrid or disconnected cloud 
services on customer infrastructure

Supports building solutions on cloud 
services that are portable across 

public and private environments in 
case requirements change

Sovereign controls



Microsoft Sovereign Private Cloud
Technical controls and capabilities for hybrid or disconnected environments 
to meet resiliency and business continuity requirements  ​}º¯¼ o‌ Â±³¼¯À·½Â

Azure Local Fully customer -owned, 
customer -controlled 
infrastructure
Extends Azure to fully 
customer-owned or regulated 
environments enabling 
complete jurisdictional and 
operational control

Wide range of Arc -enabled 
services and workloads 
run on-premises
Azure-consistent, Arc-enabled 
VMs, AKS, AVD and AI 
workloads run completely on -
premises without any data sent 
outbound

Azure-consistent control 
plane connected to Azure 
or completely 
disconnected
Simplified monitoring, 
management and updates 
available through Azure portal 
and tooling, both connected to 
Azure and disconnected

Microsoft 365 
Local

Enables Microsoft 365 productivity 
workloads on Azure Local
Enables Exchange Server, SharePoint Server and 
Skype for Business Server for Sovereign Private 
Cloud

Simplified and integrated management on 
certified hardware solutions
Benefit of running productivity workloads in an 
Azure-aligned environment with Azure 
infrastructure management benefits



Microsoft global infrastructure

Datacenters

400+
Azure regions

70+



Global investments
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India Italy Brazil Mexico Sweden Kenya France Wisconsin


