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Al & Cloud became central
to all companies and organizations.

Enrich employee Reinvent customer Reshape business Bend the curve
experiences engagement processes on innovation




What Copilot says about Sovereignty

“Digital Sovereignty is the ability of a business to
retain full control over its DATA and digital SERVICES,

ensuring compliance, operational continuity, and independence

from foreign jurisdictions or 3 parties."

- DATA Sovereignty: Ensures sensitive data stays within the business’

control and under local legal protection.

« SERVICES Sovereignty: Guarantees that digital services remain

operational and governed locally, even in the face of external pressures

or technical disruption.”




Our approach to digital sovereignty

Available to all: Digital sovereignty is a
foundational capability of Microsoft
services.

Digital sovereignty

Digital sovereignty is the capability to e Workload dgpendent: Sovereign
participate in the digital economy control requirements vary based on

securely, independently and with self- sensitivity and criticality.
determined controls.

Well-governed controls: Delivered
@ through technical, contractual, and
operational measures.




3 Measures to Implement Sovereignty for all Requirements

You want... We offer...

Contractual
M easures (Defending your Data, Digital Resilience...)

Data Sovereignty

Operational/Organizational

Measures oardordirectors, u ciso, euns Support...)
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Service Sovereignty

Reference Architectures

Technical

M easures (Confidential Compute, Key Mgmt, Priv Cloud...)
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Microsoft Sovereign Public Cloud

Investments in operational and technical controls

i Advanced Data Residency -
Operat|ona| for Microsoft 365 / EU Data Data Guardian Regu:sltae:agr;\r/:jreonrlment
controls Boundary

. Azure Key Vault Premium Azure Key Vault Managed HSM External Key Management
Technical
controls Sovereign Landing Zones Customer Lockbox Azure Confidential Computing




Controls at every layer of the stack

integrated in landing zone architectures and hardware specifications
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For key sovereignty or
single tenancy keys
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For security logs
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AMBA- Cost Role Policy Network Defender Azure Update
ALZ vent assig i 1t Watcher for Cloud  Manager
Alerts
Management
subscription
[E Dashboards (Azure portal)
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* Change tracking
For platform logs

* Inventory management
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Enroliment/Billing
Account

Department/Billing
Profile

Account/Invoice St
Section Subscription

0 » ldentity and access management

* Approval workflow

¢ Notifications

* Multifactor authentication

* Access reviews and
packages

* App/DevOps
* Subscription manager
* Other custom roles

On-premises
Microsoft Entra ID E
P § Active Directory
« Service principals Domain Services

« Security groups
« Users

* Audit reports
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Control Module (DC-SCM)

Confidential Compute
Hardware-based Trusted
Execution Environment (TEE)

Integrated HSM
Hardened hardware security
module protects keys

Datacenter Secure

Management Controller
& Platform Root-of-Trust

Caliptra
Open-source silicon for
trustworthy computing

Azure Boost

Isolates control and
data plane, network
and storage offload




Azure covers over 100 compliance offerings

Azure has the deepest and most comprehensive compliance coverage in the industry

Global
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1ISO 27001:2013
1ISO 27017:2015
1ISO 27018:2014

FedRAMP High
FedRAMP Moderate
EAR

ITAR

PCI DSS Level 1

GLBA (US)

FFIEC (US)

Shared Assessments (US)
SEC 17a-4 (US)

CFTC 1.31 (US)

FINRA 4511 (US)

SOX (US)

Argentina PDPA

Australia IRAP Unclassified
Australia IRAP PROTECTED
Canada Privacy Laws
China GB 18030:2005
China DJCP (MLPS) Level 3
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1ISO 22301:2012
1SO 9001:2015
1ISO 20000-1:2011

DoD DISA SRG Level 5
DoD DISA SRG Level 4
DoD DISA SRG Level 2
DFARS

23 NYCRR 500 (US)
OSFI (Canada)

FCA + PRA (UK)

APRA (Australia)
FINMA (Switzerland)
FSA (Denmark)

RBI + IRDAI (India)
MAS + ABS (Singapore)

China TRUCS / CCCPPF
EU EN 301 549

EU ENISA IAF

EU Model Clauses

EU — US Privacy Shield
GDPR
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SOC 1 Type 2
SOC 2 Type 2
SOC 3

CIS Benchmark

DoE 10 CFR Part 810
NIST SP 800-171
NIST CSF

Section 508 VPATs

NBB + FSMA (Belgium)

AFM + DNB (Netherlands)
AMF + ACPR (France)

KNF (Poland)

European Banking Authority (EBA)
FISC (Japan)

HIPAA BAA (US)

HITRUST Certification

Germany C5

Germany IT-Grundschutz workbook
India MeitY

Japan CS Mark Gold

Japan My Number Act
Netherlands BIR 2012
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CSA STAR Certification

CSA STAR Attestation

CSA STAR Self-Assessment
WCAG 2.0 (ISO 40500:2012)

FIPS 140-2
cJIS

IRS 1075
CNSSI 1253

GxP (FDA 21 CFR Part 11)
MARS-E (US)

NHS IG Toolkit (UK)

NEN 7510:2011 (Netherlands)
FERPA (US)

CDSA

MPAA (US)

FACT + DPP (UK)

New Zealand Gov CIO Framework
Singapore MTCS Level 3

Spain ENS High / DPA

UK Cyber Essentials Plus

UK G-Cloud

UK PASF



Run your cloud public and private for special cases —

seamlessly integrated

/

Sovereign
Private Cloud

Hybrid or disconnected cloud
services on customer infrastructure

Supports building solutions on cloud
services that are portable across
public and private environments in
case requirements change

Sovereign controls

Sovereign
Public Cloud

Technical, operational and
contractual controls built into
Microsoft Cloud services to meet
digital sovereignty requirements

Continuous innovation and
improvements without the need
for re-design or migration

~

o

Consistent infrastructure management and development platform




Microsoft Sovereign Private Cloud o

Technical controls and capabilities for hybrid or disconnected environments Hz:j\ﬁeonggtf.gd
to meet resiliency and business continuity requirements - “Plan B” scenarios servces en customer nfesrcue

Supports building solutions on cloud
services that are portable across
public and private environments in
case requirements change
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Azure Local Fully customer-owned, Wide range of Arc-enabled Azure-consistent control
customer-controlled services and workloads plane connected to Azure
" infrastructure run on-premises or completely
s Extends Azure to fully Azure-consistent, Arc-enabled disconnected
"’ customer-owned or regulated VMs, AKS, AVD and Al Simplified monitoring,
environments enabling workloads run completely on- management and updates
complete jurisdictional and premises without any data sent available through Azure portal
operational control outbound and tooling, both connected to
Azure and disconnected ~
. o .
Microsoft 365 @ 9
Local . g /o i
Enables Microsoft 365 productivity Simplified and integrated management on
ﬂ Q workloads on Azure Local certified hardware solutions
Enables Exchange Server, SharePoint Server and Benefit of running productivity workloads in an
@ Skype for Business Server for Sovereign Private Azure-aligned environment with Azure

Cloud infrastructure management benefits



Microsoft global infrastructure
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' 70+

Azure regions

400+
| Datacenters _

Sovereign
Public Cloud

Technical, operational and
contractual controls built into
Microsoft Cloud services to meet
digital sovereignty requirements

Continuous innovation and
improvements without the need
for re-design or migration
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Latest new region in Europe
General Availability since August 2025

PLN 2.8B investment in cloud and Al
infrastructure, skilling, and cybersecurity
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Ultra-low <2ms Latency
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Local encrypted data storage
and data processing

The Microsoft Cloud Region
LAustria East”

Common Compliance Certifications

"~ Ly
e | L=
Stockerau ~
r
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BB Microsoft
Azure

=' Microsoft 365 M Microsoft
B™ Dynamics 365

Microsoft Power Platform

¢ 1>

Complete Cloud Stack

Renewable energy for
Microsoft datacenters



Remember: Why choose a datacenter region in-country

Top factors creating new opportunities in Austria
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Security Data Network Energy

Compliance Residency Latency Sustainability



A cloud region to support IT scenarios “at home”

A local cloud region opens up many scenarios in country, some examples...

Workplace &
Infrastructure

.y

Home Office
Made in AT

95

NIS2 and Green
DC Migration

Data
Security

(Sensitive)
Data Storage

=

In-Country
BCDR

Application
Hosting

Hybrid
Applications

In-Country
Application Hosting



Microsoft Azure (Preview) L Search resources, services, and docs (G+/) T Copilot o @ @ o

ﬁ Home Home > Create a resource >
+ Create Marketplace
‘— All services

a
=4 Dashboard Get Started
J  FAVORITES Service Providers

(1 1]
sis Allresources Search with Al

[4] Resource groups

3‘ e Management

<> Function App

Private Offer Management ArcGIS Enterprise ArcGIS DESktop ArcGIS Pro

Azure SQL Database

My Marketplace )
Azure Cosmos DB Esri, Inc. Esri, Inc. Esri, Inc.

&
<
ﬂ Virtual machines

Favorites

Virtual Machine Virtual Machine Virtual Machine
Load balancers .
My solutions i .
Empower Your Location Intelligence ArcGIS Desktop ArcGIS Pro
Storage accounts
Recently created
4+> Virtual networks
Private plans
6 Microsoft Entra ID
(** Monitor Categories
€ Advisor
Analytics (11)
0 Microsoft Defender for Cl...
IT & Management Tools (3)
(i' Cost Management + Billing Create v/ @ Create v @ Create @
Web (3)
2 Help + support
. Al Apps and Agents (1)

RECENT

W Azure Database for Postgre... Compute (1)

Subscriptions Internet of Things (1)

@ Azure Virtual Desktop Machine Learning (1)



Home > Create a resource » Marketplace >

Create a virtual machine

Basics Disks Networking

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources.

Subscription *

Resource group * @©

Instance details

Virtual machine name * (O

Region * (O

Availability options (O

Zone options * @

Availability Zones * O

Security type @

Image * O

Management Monitoring Tags

Review + create

‘ FSL_mine ~ ‘
Create new
| ESRI |
‘ (Europe) Austria East s ‘
Deploy to an Azure Extended Zone
‘ Availability zone v ‘
f@:’ Self-selected zone

Select a specific zone for your VM
O Azure-selected zone (Preview)

Let Azure assign the best zone for your needs
‘ Zone 1 v ‘
‘ Standard v ‘

v |

| B ArcGIS Desktop 10.8.1 - x64 Gen'

See all images |

» CreateVirtualMachine-ESRI1 | Overview

Deployment

I 2 Search

., Overview
5 Inputs
Y= Outputs

[2) Template

<«

i Delete (8 Cancel " Redeploy  Download () Refresh

Deployment is in progress
a Deployment name : CreateVirtualMachine-ESRI1

Subscription

Resource group  : FSL_mine

» CreateVirtualMachine-ESRI1 | Overview

Deployment

’/O Search

., Overview

3] Inputs

7= Outputs

|2 Template

Start time 1 21.10.2025, 17:46:
Correlation 1D : 9b462454-8f23-4

[i] Delete 7" Redeploy ' Download () Refresh

@ Your deployment is complete

ﬂ Deployment name : CreateVirtualMachine-ESRI1
Subscription

Resource group  : FSL_mine

Start time : 21.10.2025, 17:46:49
Correlation ID : 9b462454-8f23-4634-¢



= C\Windows\system32\cmd.e: X + v

Microsoft Windows [Version 10.0.26200.6899]
(c) Microsoft Corporation. All rights reserved.

C:\Users\florias>curl https://ipinfo.i0/68.210.99.126
{

"ip": "68.210.99.126",

"city": "Vienna",

"region”: "Vienna",

"country": "AT",

"loc": "U48.2085,16.3721",

"org": "AS8075 Microsoft Corporation",
"postal”: "1010",

"timezone": "Europe/Vienna,

"readme": "https://ipinfo.io/missingauth”

}

C:\Users\florias>|
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