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Security Media-Hype

• zB. Letzte Woche Chinese Hackers Exploit ArcGIS Server as Backdoor for Over a Year

https://thehackernews.com/2025/10/chinese-hackers-exploit-arcgis-server.html


Defense In Depth Paradigm
Esri provides tools, but can’t compensate for tools beyond the application tier

• Security plans have many “layers” – multiple levels of security

• Layered security mechanisms increase the security of the system as a whole

• Each feature discussed is considered a “layer”

• WAF, SIEM, Anti-Virus, Encryption, SAML/OIDC identity stores, application config, etc



Fundamentals

• Principle of LEAST privilege

- NOT Principle of MOST privilege

- Limit admin accounts. 

- Use custom roles

- Limit Service account permissions

- Use gMSA (Group Managed Service Accounts)

- Upgrades are important

- Updated components/features

• Segmentation

- Cloud first!



What’s a gMSA?
Windows only

• Restricted Active Directory domain account

• Can only be used in a few places on Windows

- “Log On As” account for Windows Services

- IIS application pool identity

- User account to run scheduled tasks

• “$” is appended to the end of the account to indicate it is a gMSA



• Password is managed internally by Active Directory

• Does not have a static password

- Password is 128 UTF-16 characters

- Automatically changed every 30 days (by default)

• No interactive logins

• Restricted to a pre-defined set of computers

gMSA: Security benefits



Patches are also important

Upgrades are important



Yes, upgrades can be painful
But…

• Updates to 3rd party components with each release

- Reduce noise from security scans

• Access to new functionality

- New logging functionality in 11.4/11.5

- New Content Security Policy support at 11.4/11.5

• Automate patchNotification

- PatchNotication can be scheduled 

- CRON job or Windows Scheduled task



Security options



Restrict Proxy Capability
…STRONGLY RECOMMENDED MUST DO

The portal’s proxy:

Unrestricted by default

• Supports saving credentials for secured servers accessed remotely 

• Needed for viewing KML and GeoRSS endpoints

• Define hosts to where Portal can proxy

- PREVENT Denial of Service (DOS)

- PREVENT Server-Side Request Forgery (SSRF)



portalScan.py
enterprise.arcgis.com > Search “portalScan.py”



Use SAML or OpenID Connect
AKA: Organization Specific Logins

• Centralized user repository – use your existing identity provider

• Automatically integrates with MFA

- MFA for ArcGIS accounts also available

- Requires email server integration

- Requires two Admin Accounts

• Industry standard

• Can be configured to auto-assign ArcGIS Enterprise Group Membership

• Configuration Details:

- Configure a SAML-compliant identity provider with a portal—Portal for ArcGIS | Documentation for

ArcGIS Enterprise

- Configure OpenID Connect logins—Portal for ArcGIS | Documentation for ArcGIS Enterprise
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Disable Services Directories
Reduces Potential Attack Surface

• Prevents service listing by bots / search engines

• Does NOT limit functionality – just hides HTML form driven view

• Recommend to not expose:

- ArcGIS Portal Directory

- ArcGIS Server REST Services Directory

• Use Case Dependent Option

Portal for ArcGIS ArcGIS Server



New Capability: Content Security Policy
If you choose to expose the services directory…

• CSP allows another level of protection against cross-site-scripting (XSS)

• Consistent with defense in depth approach

• The default CSP will block potential XSS attacks against

- ArcGIS Portal Directory

- ArcGIS Server REST Services Directory

• Configuration Details:

- Configuration (Security) | ArcGIS REST APIs | Esri Developer

https://developers.arcgis.com/rest/enterprise-administration/enterprise/security-configuration/
https://developers.arcgis.com/rest/enterprise-administration/enterprise/security-configuration/


Use Hosted Feature Service Views
What is a view?

• Allows publishers to control which data a user sees. 

• View definition:

- Spatial Extent

- Define visible fields

- NOT the same as an attribute filter

Why use a view?

• Hide Sensitive information from authorized users

• Show non-sensitive information to wider audience

• Create apps for different audiences

• All referencing same data source



Field Visibility

-Does choosing specific fields to show in a popup meaningfully improve 

SECURITY?

-NO. 

-Choosing fields displayed in a popup does NOT change what fields can 

be queried

-Using a VIEW LAYER is the solution



Example: View Architecture
ArcGIS Online Data Editing and Management 

Parent Hosted 

Feature Layer

Mobile Offline View

• Add only

• Enable sync

• Webmap offline areas

• Shared with mobile 

group

Approval View

• Query enabled

• Update only

• Shared with QA group

View Only View

• Configured with current 

user keyword -

• Filtered by Status and 

logged in user

• View only

• Shared with org

Public Submitters View

• Query disabled

• Add only

• Shared with public
New!



Restrict public sharing

• Limits who can share with “Everyone”

- Administrators can set

- Does not change sharing level on 

existing items

- Admins can ALWAYS share publicly

- Suggestion: Set content review policy to 

prevent unintended sharing, allow admin 

to share public. 



portalScan.py
enterprise.arcgis.com > Search “portalScan.py”



Feature Layer Security and Editing

• Users who can always edit

• Owner

• Admins

• Members of Groups w/ Update capability

• Enable Editing: Defaults

• Anyone who can access the service can edit

• Add, update and delete features

• Only update feature attributes 

• See and edit all features



Feature Layer Security and Editing

• Considerations for Sensitive Content

• Disable delete and update

• Enable “Editors can’t see features, even those they 

add”

• This disables “Query” capability on the service

• If users can query features, they can see data



serverScan.py

enterprise.arcgis.com > Search “serverScan.py”



More Tools and Docs

• Tools

-Aggregate and examine ArcGIS Enterprise logs with 3rd party tools

-Security and Privacy Advisor, portalScan.py, serverScan.py

- Identify potential problems early

- Prevent configuration drift

-Some checks also in the operationalHealthCheck

• DOCS

- ArcGIS Enterprise security best practices documentation

- ArcGIS Enterprise Hardening Guide

- ArcGIS Trust Center



Low Hanging Fruit…
Security Scans will flag…

TLS issues

CORS issues

Outdated Components

Information disclosure via HTTP headers

“Unprotected APIs”

HSTS issues

Content Security Policy issues

On and on and on…

Proactively Identify!

© 2025 Adobe Stock. All rights reserved.





Security Media-Hype

• E.g. Chinese Hackers Exploit ArcGIS Server as Backdoor for Over a Year

• Easy to say – Hard to verify

• https://www.esri.com/arcgis-blog/products/trust-arcgis/administration/understanding-arcgis-

server-soe-compromise

• Bei Fragen uns kontaktieren

https://thehackernews.com/2025/10/chinese-hackers-exploit-arcgis-server.html
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3rd Party CVE-Responses

• ArcGIS verwendet viele 3rd Party Komponenten

• Nicht alle Common Vulnerabilities and Exposures (CVE) 

einer 3rd Party betreffen direkt ArcGIS



Fragen?
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